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Security : Linux is more secure in comparison to other OS such as
“ Windows. Every program in Linux whether an application or a
~ viruse need authorization from the administrator in the form of a
password. Unless the password is typed viruse won't execute.

c) Software Updates : In Linux you encounter a large number of
"..soﬂware updates. These software updates are much faster than
~updates in any other OS,

Free to Use (Low Cost) : Linux is freely available on the web to
- download and use. You do not need to buy the license for it as

Linux and many of its software comes with GNU (General Public
License).

Stability (Reliability) : Linux provides high stability. Linux system
rarely slows down or freezes. It does not require rebooting after

- installation or uninstallation of software like as in Windows.

f) Fast and Easy Installation : Linux can be easily installed from the

~ web and does not require any pre requirements as it can run on any
~ hardware, even on your oldest system.

g Customization : You can customize any feature, add or delete any
- feature according to your need as it is an open source OS.

‘arious Distributions : There are many distributions of Linux are
~available like Fedora, Ubuntu, Debian, Red Hat and many more. It
rovides various choices or flavours to the user.

Large Community Support : Some forums are made on web by the
sers to help and solve the problem any other user is facing. There

are a lot of dedicated programmers to help you out when ever
ssible.

ivacy : Linux ensure the privacy of user's data as it never collects
uch data from the user while using its distribution or software.
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1.12 Linux Desktop :
The desktop of Ubuntu is GNOME. GNOME is a desktop environmenp; o

free and open source system. Desktop is the place where icons, menyg

panels, backgrounds are arranged and displayed.
To login to Linux OS enter password and press enter button. The Lin,,

desktop will appear on the screen.
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Fig. 1.7 Linux Desktop

The various compoaents of Linux desktop are
i) Top Bar : The bar across the top of screen provides access to the :
® Date and time
@ System indicators
@ Currently open applications

ii) Desktop : It is the area where you can open, run, rearrange
multiple program and application.

iii) Dock : The dock occupies the left side of the screen. It shows
currently open apps and shortcut of your favourite.

iv)App Drawer : It is at the bottom of the dock. When clicked, it lists
all of the apps installed on your computer in a grid of icons.
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: It appears at (he top of the activities overview. Click
 Option to open search bar.

Indicator : These are individual icons showing battery life,

connectivity, sound. Bluetooth and many more.

shell refers to the pProgram that is used to interpret the
ds the user sends to the operating system. The shell is
mming because we can program the shell quickly and
-has similarities to the Windows command prompt but it is
‘and capable of running reasonably complex programs. The

shell Programs, often called Scripts, which are interpreted
ux has following types of shells :

- Shell : The original Bourne shell is named after its
°r “Steve Bourne”. It was the first shell used for the Unix
1g system. It provides features which are sufficient for most

1 :-TC shell is an expansion of C shell. It has all the same
but add the ability to use keystrokes from the Emacs word




t is the uPd‘“ed Vcrsmfl o th(.‘ Onginal Bouy &
e) Bash shell : | 1‘|)v o i software foundation for its Open : Shql
that was c.rez:tf‘cng. oy is similar to the Bourne i Oy,
GNU project: == "

[ e | i S|
. some advanced feature found in C, TC ang o : !
incorporates S hQ“

~ ' 6 -~ T 'i‘.} .

1.14 Shell C ommanc | iy
1 un on command line interface. Tq S
1 e,
to search option and enter the e 1

‘ ke com : Ung
h box. You carll also invo mand Windoy,

er option from the left bottom of the desktop'

pt S. which is called the command pr ompy, 1
nd over here. Shell reads yOU‘r

Shell Commands I

command line interface, go

keyword in the searc
clicking on App Draw

Shell prompt: The prom
issued by the shell. You can type a comima

input after you press Enter.
Some useful shell related €
a) User related commands :
i) who : who command lists all users currently on system. The
syntax is
$ who
ii) who am i :
command user. The syntax is
$ who am i
b) File and Directory related command :
i) mkdir : mkdir command is used for creating a new directory in
Linux. The syntax is
$ mkdir DirectoryName
e.g. $ mkdir Folderl
It will create the directory named as Folderl.

ommands are :

who am i command reports the user name of the

ii) ed: cd command is used for changing the directory. The syntax

is
$ cd DirectoryName
e.g. c¢d Folderl






y « ~ > l)“
3 Z , . afring “Hello, How are your on
This command will display the string the

screen. g ‘
oo . to search the content in the 8ive
ii) grep : grep command is usec = H
A A e The 5 e -
file. It prints the matching lines. I'he sy
$ grep ‘String’ filename

‘why' ABC.txt
i $ e 4 ABC.txt

: in the lile
It will search the word why in | |
iii) chmod : chmod command is used lQ (‘111113{,’6 the aC:ejs mode
one or more files. Only the owner ol the file or a privileged ugg,
may change the mode.
$ chmod (option) mode files

The syntax is

This command uses various keywords like
u - user, g - group, o - other, a — all, + to add permission, - to

remove permission, = to assign permission.

The various permissions are

r - read, w - write, x — execute
e.g. if you want to give permission read, write, execute to the user

and read to the group on a file ABC.txt, the command will be:

$ chmod u = rwx, g=r ABC.txt
iv) cat : cat command, also known as concatenate, allow user tg
create single or multiple files, view content of file or concatenate

files. It can be used in various ways, like
® To display the content of the file, the syntax will be

$ cat ABC.txt
® To create a new file, the syntax will be

$ cat > newfile
After typing the content press Ctrl +D to exit the entry mode.
® To append data in 3 file, the syntax wil] be

$ cat >> ABC.txt
® To combine two files, the syntax will be

$ cat Filel File2 s newfile
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ifferent from other crimes because the cyber-crimes are
Cybercrime involves the use of

Cyber-crime 1S d e
committed o\:rn:; z::tirl(am;tacmng computers and networks as we]),
Z‘;‘;::i‘:ni” is obﬁously a criminal offense and is penalized by the law
C;fbercriminals devise various strategies and programs to attéck
computers and systems. These are the most commornl types of cybercrime

acts:

Fraud

Fraud is a general term used to describe a cybercrime that intends to
a or information. Fraud

mportant dat

deceive a person in order to gain i
ying, stealing, oI suppressing any

can be done by altering, destro
information to secure unlawful or unfair gdin.

Hacking
Hacking involves the partial or complete acquisition of certain functions

within a system, network, or website. It also aims to access to important
data and information, breaching privacy. Most “hackers” attack corporate
and government accounts. There are different types of hacking methods

and procedures.

Identity Theft
Identify theft is a specific form of fraud in which cybercriminals steal

personal data, including passwords, data about the bank account, credit
cards, debit cards, social security, and other sensitive information.
Through identity theft, criminals can steal money. According to the U.S.

Bureau of Justice Statistics (BJS), more than 1.1 million Americans are '

victimized by identity theft.

Scamming

Scam happens in a variety of forms. In cyberspace, scamming can b
done by offering computer repair, network troubleshootin d :
support services, forcing users to shell out hundreds of mo g’f e
problems that do not even exist. Any illegal plans to mak o
. 5 e money falls to
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pers of users It offers deals, promos: and other attractiye
num : ’

to large
ceive users.

components to de

nization. They use “emaj)
h as credit card numbers
out thousands of
will believe these

Phishing . k
phishers act like a Jegitimate company Ol org
g” to extract confidential information suc :
social security number, passwords. ete. They sen
cbsites. Users

phishing emails carrying links to fake W |
are legitimate, thus entering their personal information.

spooﬁn

Social Engineering

Social engineering is a metho
contact with you through phone
Basically, they will also act like a leg
befriend you to earn your trust unti
information and personal data.

d in which cybercriminals make a direct

calls, emails, oOr even in person,
itimate company as well. They will
1 you will provide your important

Malvertising

Malvertising is the method of filling website
malicious codes. Users will click these adv
legitimate. Once they click these ads, they wi
websites or a file carrying viruses and malwar
downloaded.

s with advertisements carrying
ertisements, thinking they are
11 be redirected to fake
e will automatically be

Cyberstalking

Ctﬁ;rstal.km'g involves following a person online anonymously. The

(s)f ther mtlllrr\lqrtl;ally follow the victim, including his or her activities. Most
e victims of cyberstalking are women and chi i .

S N children being followed by

Software Piracy

The internet is filled with
torrents and oth
s b : er program '
S:flt)‘l;:ie ﬁr:igmal content, including songs, books nglovie: gllla)lt ﬂlegang
: S is a crime as it translat ioh : e

Sisr . es to copyright infringement.

S inco}:n i E};c companies and developers encounter huge cut dDue:fl

ause their products are illegally reprod d i
uced.
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Child Pornography

porn content is very accessible now because of the internet. Most
countries have laws that penalize child pornography. Basically, this
cybercrime involves the exploitation of children in the porn industry.

Cyberbullying

Cyberbullying is one of the most rampant crimes committed in the virtual
world. It is a form of bullying carried over to the internet. On the other
hand, global leaders are aware of this crime and pass laws and acts that
prohibit the proliferation of cyberbullying.

1.20.2 Cyber Laws :

Cyber law is a generic term which refers to all the legal and

regulatory aspects of internet and World Wide Web. The growth of
Electronic commerce has propelled the need for effective regulatory
mechanism which would strengthen the legal infrastructure related to
electronic commerce.
In India, cyber laws are contained in the Information Technology Act,
2000 (*IT Act”) which came into force on October 17, 2000. The main
purpose of the Act is to provide legal recognition to electronic commerce
and to facilitate filing of electronic records with the Government. The Act
was later amended in December, 2008 through the IT (Amendment) Act,
2008. It provides additional focus on Information Security by adding
some new sections on offences including Cyber Terrorism and Data
Protection. Some amendments of ITAA 2008 include:

¢ Digital Signature : Authentication of electronic records by digital
signature gets recognition.

» e - governance : e-documents get legal recognition.
Documents required as per law by the government may be supplied

in the electronic form.

Penalties :the maximum penalty for any damage to computer or
computer system is a fine up to Rs. 1Crore.
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